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FOIA Appeal (appeal of “response” to TSA10-0676)

This is an appeal under the Freedom of Information Act, 5 U.S.C. §552.

On August 2, 2010, we made a FOIA and Privacy Act request by e-mail (received, we presume, 
the same day) to “foia.tsa@dhs.gov” and by Express Mail (received August 3, 2010) to the TSA for 
records created by TSA or other agencies or departments in the course of processing of our FOIA 
requests TSA08-0723, TSA10-0052, TSA10-0134, TSA10-0179, and TSA10-0248, and our appeals of 
the TSA's responses to those requests.

That request was clearly identified as being made on behalf of The Identity Project. The request 
letter was headed, exactly as is this appeal letter, with the address of the office of The Identity Project, 
1736 Franklin Street, 9th Floor, Oakland, CA 94612. (See copy of request attached as Exhibit A.)

To date, The Identity Project has received no response to this FOIA request.

However, on August 12, 2013, I discovered that while I was away from home on an extended 
trip, a package from the TSA postmarked June 10, 2013, had been delivered to my home. Although the 
package contained a letter dated June 7, 2013 (a copy of which is attached as Exhibit B) addressed to 
me at The Identity Project in Oakland, the envelope (a copy of which is attached as Exhibit C) was 
addressed solely to me, at my home address in San Francisco. Neither The Identity Project nor its 
address was mentioned anywhere on the envelope. There was nothing on the envelope to indicate to the 
person sorting my mail in absence that this package should be forwarded to The Identity Project.

I am the author of the book, The Practical Nomad: How to Travel Around the World, and a 
professional expert in long-term travel. Long-term travel is an essential part of my work, and I am 
frequently away from home for extended periods of time.  Anyone who had consulted my personal 
website and blog (at <http://hasbrouck.org>) would have known this, and would have known that I had 
left home in late May 2013 on such a lengthy trip and did not expect to be home until August.
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At no time had we ever requested that any response to this request be sent to my home.

It's unclear whether this package was sent to my home by, or at the direction of, someone who 
knew I was away from home for an extended period, or whether it reflects mere incompetence or lack 
of due diligence.  As discussed further below, however, there is clear evidence of personal animus 
against me by senior agency and department officials, which supports the inference of bad faith.

Regardless of whether it was done in bad faith, sending a letter to an address other than that 
specified by the requester does not satisfy the requirement of FOIA that the agency must “immediately 
notify” the FOIA requester of any determination with respect to their request.

First, sending a letter through the U.S. Postal Service, which unless sent by Express Mail (the 
package sent to my home was not) typically takes a week to reach the West Coast  from Washington, 
does not satisfy the statutory requirement that notice be given to the requester “immediately”, 
particularly where, as in this case, we had provided an e-mail address and specifically requested that we 
be notified and provided with a copy by e-mail of any response or determination.

Second, sending this letter to an address other than that in our request did not satisfy the 
requirement to notify the requester, which in this case was the organization with which I work.

Neither I nor The Identity Project received any actual notice of any agency determination with 
respect to this request until August 12, 2013, when I opened the package that had arrived at my home in 
my absence. This appeal is timely made within 60 days of our actual receipt of such notice.

We appeal (1) the adequacy of the search for responsive records, (2) the failure to provide any 
records in the requested (original) electronic form, (3) the withholding of responsive records, and (4) 
the failure to make any records available for inspection.

 1. Adequacy of search

The search conducted by the TSA was inadequate, and was not reasonably calculated to identify 
and retrieve all responsive records, because (a) it was improperly limited in scope to a search within the 
TSA, (b) electronic records were not searched, and (c) FOIA dockets, logs, and other workflow records 
were not searched.

(a) Limitation of search within the TSA

Our request (Exhibit A) was for "access to and copies of any and all documents and records 
created by TSA or other agencies or departments in the course of processing of our FOIA requests 
TSA08-0723, TSA10-0052, TSA10-0134, TSA10-0179, and TSA10-0248, and our appeals of your 
response to those requests. This request includes any responsive records of (1) the TSA FOIA and 
Privacy Act offices; (2) any other office or agency which was consulted or contacted by those offices, 
or by other TSA or DHS offices, in the course of processing of any of these requests or appeals; and (3) 
any other office, agency, or department identifiable as having, or likely to have, responsive records."
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However, according to the letter we received on August 12, 2013 (Exhibit B), "A reasonable 
search within the TSA was conducted." (emphasis added)

DHS policies well known to the TSA FOIA Office, redacted copies of documents we received 
on August 12, 2013, and documents released in response to other FOIA requests show that responsive 
records are overwhelmingly likely to be held by other agencies, in addition to those held by the TSA. 
But no search for those records was conducted, and our request was not referred to any other agency.

DHS policy has long required that all "significant" FOIA requests and appeals be reported by 
agency FOIA components to the DHS Privacy Office for inclusion in a weekly report distributed to the 
DHS White House liaison, the FOIA officers of all DHS components, and an unknown number of other 
officials. "Significant" requests are defined to include any request "from a member of the media" or 
"from a member of an activist group, watchdog organization, special interest group, etc."

The Identity Project has been determined by the TSA to be a media requester (see the document 
released in redacted form in response to this request, a copy of which is attached as Exhibit D), and our 
requests have been included in weekly DHS reports of "significant" FOIA requests. See "DHS Privacy 
Office ordered TSA not to answer our FOIA request", October 29, 2010, <http://papersplease.org/wp/
2010/10/29/dhs-privacy-office-ordered-tsa-not-to-answer-our-foia-request/>.

In addition, records released in response to this request include clear evidence that other DHS 
components are likely to have responsive records.  These records include e-mail correspondence related 
to our FOIA request with DHS officials outside the TSA, including senior department-level officials 
Catherine Papoi (then DHS Deputy Chief FOIA Officer and Director, Departmental Disclosure & 
FOIA), Mary Ellen Callahan (then DHS Chief Privacy Officer and Chief FOIA Officer), and Rose Bird 
(then DHS Director, Privacy Incidents and Inquiries). (See copies attached as Exhibit E.)  These 
messages also include a "cut and paste" excerpt from one of the weekly DHS reports of "significant" 
FOIA activities, confirming that at least one of our FOIA requests was included in one of those reports.

The policies governing reporting of FOIA requests to the DHS "front office" were, of course, 
well known to the TSA FOIA staff responsible for processing this request. A search reasonably 
calculated to retrieve all responsive records would have included a search of the weekly reports and all 
related records such as e-mail server logs and complete message headers related to the distribution of 
these reports, the records of the DHS Privacy Office and the DHS "front office" related to those reports, 
and the records of all offices and individuals to whom those reports were sent or forwarded.

Several of our FOIA requests and appeals included complaints that the TSA and DHS are in 
violation of FOIA (as they still are), in having failed to update their FOIA regulations to include valid 
addresses at which FOIA requests are accepted.  (See also our published reports on this issue including 
"TSA sends our FOIA request into a black hole", at 
<http://papersplease.org/wp/2009/10/27/tsa-sends-our-foia-request-into-a-black-hole/>, and "The DHS 
FOIA Office is not in service", at 
<http://papersplease.org/wp/2012/12/05/the-dhs-foia-office-is-not-in-service/>.)

One of the documents released in redacted form in response to this request is a letter dated 
September 23, 2010, from Howard Plofker, then TSA Acting FOIA Officer, advising us that our 
complaint "will be referred to the Privacy Office of the Department of Homeland Security (DHS)".  
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(See copy attached as Exhibit F.) We have received no response to this complaint, and so far as we 
know it remains pending. A search reasonably calculated to retrieve all records responsive to our 
request would include a search of the DHS Privacy Office (including, but not limited to, records related 
to actions and communications by Ms. Papoi, Ms. Callahan, and Ms. Bird) and of any other office 
consulted in relation to this complaint, including any logs or dockets of complaints of violations of 
FOIA, in which it might reasonably be expected to have been included.

(b) Failure to search electronic records

5 USC 552 (a)(3)(C) requires that, "In responding ... to a request for records, an agency shall 
make reasonable efforts to search for the records in electronic form or format, except when such efforts 
would significantly interfere with the operation of the agency’s automated information system."

Our request included all responsive records in any form or format. However, it appears that no 
search for records in electronic form was conducted.  The letter we received on August 12, 2013 says 
only that "documents (399 pages) responsive to your request were located."  No mention is made of 
any search of records maintained in any form other than as "documents" counted in "pages". No 
mention is made of the number of kilobytes, megabytes, or gigabytes of responsive records maintained 
in electronic form which were identified or withheld, or of the basis for any such withholding.

It is unlikely that the only records of e-mail correspondence maintained by the TSA (or any of 
the other agencies whose records should have been searched) are paper copies of printouts, or PDF 
images of page views of e-mail messages as displayed in an e-mail client such as Microsoft Outlook. 
But these are the only "documents" related to e-mail messages which were disclosed.

The records we requested include the electronic records of e-mail messages (including the raw 
"message source" and all included or related headers and metadata) and e-mail server log files 
containing records of the sending, receiving, opening, forwarding, etc. of e-mail messages. It was and 
remains the statutory duty of the TSA, pursuant to FOIA, to search for these records, provide copies of 
them, and make them available for inspection, in the electronic formats in which they are retained.

(c) Failure to search FOIA dockets, logs, and other workflow records

Actions with respect to all FOIA requests and appeals are required by department and agency 
policy to be recorded in FOIA dockets and logs. Comprehensive records of all FOIA requests and 
appeals, their status, and the actions taken with respect to them, are essential to the fulfillment of 
statutory agency and department reporting obligations. Records related to the processing of the FOIA 
requests that are the subject of this request are highly likely to be included in such dockets and logs.

A search reasonably likely to retrieve all records created in the course of processing of these 
FOIA requests would necessarily include a search of FOIA dockets, logs, and other workflow 
processing records (such as electronic document change logs or version control records, and electronic 
logs of the Sharepoint document management system used for collaboration on FOIA responses).

No mention is made in the letter we received on August 12, 2013 (Exhibit B), of any such 
search, and no mention is made of any of the records that such a search would have identified.
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 2. Failure to provide records in the requested electronic form

 5 USC 552 (a)(3)(B) requires that, "In making any record available to a person under this 
paragraph, an agency shall provide the record in any form or format requested by the person if the 
record is readily reproducible by the agency in that form or format."

In conversations concerning this request with Ms. Aeron Piniero (TSA FOIA Operations 
Manager) and Ms. Yvonne Coates (TSA FOIA Officer and FOIA Public Liaison), we repeatedly 
advised them that we requested that access to and copies of all records be provided in electronic form, 
and in particular that copies of electronic records (including e-mail archives and e-mail server log files) 
be provided in the form of bitwise digital copies of the files or portions of files containing such records, 
as those files are stored in electronic archives or log files or databases by or on behalf of the agency.

The letter we received on August 12, 2013 was accompanied only by paper copies, but gives no 
basis for failing to make these records available in the requested form (or in any electronic form).

These regards are readily reproducible in electronic form. In fact, it is far easier to make exact 
copies of the electronic files than to generate new "documents" from them, or to reproduce portions of 
them in paper form.  These records must be released in the requested electronic form.

 3. Withholding of responsive records

Non-exempt responsive records were improperly withheld through (a) substituting newly 
created documents for the responsive records, where those "documents" contain less than the complete 
informational content of the records, and (b) improper invocation of FOIA exemptions.

(a) Substitution of newly-created "documents" for responsive records

It appears that the process followed by the TSA FOIA Office with respect to e-mail messages is 
to create new "documents" from the electronic archives containing the responsive (electronic) records. 
These new documents consist of printouts and/or PDF "page images" of what would be seen by a user 
of a e-mail client such as Microsoft Outlook when the user calls up the e-mail messages.

These newly-created "documents" are then processed for responsiveness to the request, 
exemptions, redaction, copying, and release, as though these '"documents" were the responsive records.

All of the other information contained in the responsive electronic records – including all those 
fields in the e-mail message source, as stored in e-mail archive files, that are not displayed in the 
default view of the message in the e-mail client, as well as all non-displayed metadata and the contents 
of mail server log files –  are (silently) ignored when the agency processes records for release.

An agency is not required to create new documents or records in response to a FOIA request, 
and we have not requested that the TSA do so.  But neither is an agency permitted to substitute copies 
of, or access to, newly-created documents for copies of or access to the requested records.
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Printing or displaying only certain portions of the raw electronic "message source" 
impermissibly redacts and results in impermissible withholding of responsive record content.

TSA responses to our previous FOIA appeals on this issue suggest that it is also the standard 
procedure of the agency for the FOIA Office to forward to the appellate decision-maker, in place of the 
electronic records themselves, the page-view "documents" created in response to the FOIA request.

But the issue in this appeal is not whether the copies provided to us are complete and accurate 
copies of the documents created in response to our request, but whether they are complete and accurate 
copies of the entirety of the responsive records, which records consist of digital data in electronic form.

Proper consideration of this appeal requires that the appellate decision-maker review the raw 
message source and other electronic records, in their original format – not merely the page-view 
"documents" created in response to our request – to determine whether the entirety of the informational 
content of those electronic records is contained, without alteration or redaction, in the records released.

(b) Improper invocation of FOIA exemptions

In addition to the record content effectively redacted through the substitution of new documents 
(not containing all of the information in the original records as maintained by or behalf of the agency), 
responsive records were withheld on the basis of FOIA exemptions (b)(5) and (b)(6).

We hereby appeal each such withholding and each invocation of a claimed exemption.

In considering this appeal and reviewing the exemptions claimed by the agency, the appellate 
decision-maker must recognize that the presumption is in favor of disclosure, that the burden of proof 
is on the agency to establish a proper statutory basis for each withholding of all or part of any 
responsive record, and that, in this matter, the TSA is not entitled to any presumption of good faith or 
diligence, having forfeited any such presumption to which it might normally be entitled.

The TSA's responses to our previous FOIA requests include conclusive evidence of a personal 
animus against me on the part of senior TSA officials involved in processing of FOIA requests; of the 
use of official TSA and DHS internal e-mail systems to disseminate false and libelous accusations 
against me, with the intent to (improperly) influence decisions with respect to requests made on behalf 
of the Identity Project and to discourage other agency personnel from diligent processing of such 
requests; of the improper invocation of FOIA exemption claims to attempt to avoid embarrassment by 
the agency or agency personnel and/or to conceal misconduct by the agency or agency personnel.

In one of our previous FOIA requests, we asked for access to and copies of records related to 
the processing of one of our complaints concerning the actions of the TSA FOIA Office.  That request 
was assigned several different reference numbers including TSA10-0789 and TSA11-0110.

In response to this request, by letter signed by Ms. Coates on November 30, 2011, the TSA 
released a redacted copy of a  printout or page-view generated from the electronic record of an e-mail 
message sent on December 17, 2009, by Peter Pietra, TSA Chief Privacy Officer, to recipients 
including personnel of the TSA FOIA Office involved in processing our requests.
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Ms. Coates, on behalf of the TSA, invoked the "deliberative process" privilege, pursuant to  
FOIA exemption (b)(6), to justify withholding portions of that message, including the following:

"Ed is crazy as a loon, and as rude and belligerent at [sic] Bill says.... He misrepresents any 
interaction you have with him, so be wary (even where there is video that contradicts his version of 
events). He also thought 9/11 was a govt conspiracy because the FBI investigated it instead of the 
NTSB." (See copy attached as Exhibit G, and redacted copy, as released, attached as Exhibit H.)

These allegation are false and libelous.  The allegations in the final sentence concerning my 
thinking about 9/11 are entirely unsupported by anything I have ever thought, written, or said to Mr. 
Pietra or anyone else.  This allegation is pure fabrication on the part of Mr. Pietra.

Use of official agency resources for character assassination of members of the public is 
obviously improper. Worse, these libels were promulgated through those channels, by a senior TSA 
official, to other TSA personnel including those known to be involved in processing our FOIA requests, 
with the intention that they be relied on in making decisions related to our requests.

We know this because of the invocation by Ms. Coates, on behalf of the TSA, of  the 
"deliberative process" privilege, pursuant to  FOIA exemption (b)(6), to justify withholding these 
portions of Mr. Pietra's message. The deliberative process privilege is available only for advice, 
recommendations, and opinions that are part of an agency's process of making a specific decision.

Accordingly, Ms. Coates could only have invoked this exemption, on behalf of the TSA, if she 
had determined that the redacted portions of this e-mail message were intended to influence a specific 
TSA decision – presumably, a decision with respect to one or more of our requests.  The invocation of 
this exemption to justify this withholding is conclusive evidence that the designated TSA 
decision-maker had made an official determination, after due review of the records, that this specific 
portion of Mr. Pietra's e-mail message was part of the deliberative process, that is, that it was intended 
to be relied on as advice or a recommendation with respect to agency action on one or more of our 
requests.

Even if these allegations against me were true (which they are not), FOIA does not permit 
consideration of the identity or beliefs of the requester as a factor in withholding, or releasing records 
(except to the extent that it is relevant to the determination of whether the requester is a media 
requester, which the TSA had already determined with respect to myself and The Identity Project).

Reliance on any such allegations about the requester as part of the decision-making process was 
clearly misconduct by Mr. Pietra and by the TSA, in blatant (if it became known) violation of FOIA.  
Agency officials and other personnel have a clear duty not to allow any of their their personal animus 
toward requesters to color agency decision-making.

The desire to avoid disclosure of misconduct or to avoid embarrassment to the agency or its 
personnel is not a permissible basis for withholding of records responsive to a FOIA request. By 
withholding these records after determining that they were intended to influence agency decisions in a 
manner which she knew or reasonably should have known was not permitted by FOIA, Ms. Coates 
made herself and the TSA parties to the improper attempt to cover up this misconduct.
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To sum up, there is conclusive evidence in the portions of records already disclosed of actual 
malice towards me on the part of TSA officials; of the attempt (using agency resources and internal 
communications systems) to induce other TSA personnel to make decisions with respect to my requests 
on the basis of that malice and on the basis of (libelous) allegations about me, my actions, and my 
beliefs; and of improper use of FOIA exemption claims by TSA decision-makers (including Ms. 
Coates, the agency decision-maker on this request and the supervisor of all other TSA FOIA personnel 
as the TSA's FOIA Officer and FOIA Public Liaison) to avoid public disclosure of this misconduct.

 In this context, the appellate decision-maker should evaluate each withholding based on a 
claimed (b)(5) exemption with a strong presumption of agency bad faith in making these claims, and 
with due regard for the strong public interest in the release of records of government misconduct, 
including records identifying those agency officials and personnel responsible for such misconduct.

None of the responsive records are contained in "personnel or medical files". In determining 
whether the responsive records are contained in "similar" files (that is, records that are primarily 
personal in nature, rather than records of official agency actions with respect to public matters) and 
whether disclosure of any such records would constitute a "clearly unwarranted"  invasion of personal 
privacy, and would thus be permitted to be withheld under FOIA exemption (b)(6), the appellate 
decision-maker must recognize the extremely strong presumption in favor of disclosure, and give great 
weight to the importance of disclosure of information concerning the actions of high officials, agency 
misconduct, and agency practices that are the subject of legitimate public, media, and political concern. 
Each of these categories of information is implicated in the portions of records withheld in this matter.

As discussed above, it is incontrovertible on this record that there was serious misconduct by 
senior FOIA and Privacy Office officials of the TSA (and perhaps also other DHS components) in the 
processing of the FOIA requests to which the withheld records pertain. Is is also incontrovertible that 
senior TSA officials sought – through the dissemination of character assassination – to induce other 
agency and department personnel to engage in similar misconduct in regard to our requests. Any 
minimal invasion of personal privacy entailed in identifying the names, official agency affiliations and 
titles, and/or official office addresses, telephone numbers, and e-mail addresses is not "unwarranted", 
much less "clearly unwarranted", but is warranted by the public interest in disclosure of the nature, 
extent, and identities and official positions of the individuals responsible for agency misconduct.

Whether, to what extent, in what manner, and with what consequences DHS and component 
assessments of the character of FOIA requests and requesters improperly influenced or delayed 
processing of FOIA requests has been, and remains, a topic of great public concern.  It has been the 
subject of extensive news reporting (as was discussed in our original request, Exhibit A), of a 
Congressional oversight investigation and report (see "A New Era of Openness? How and Why 
Political Staff at DHS Interfered with the FOIA Process", staff report prepared for Chairman Darrell 
Issa, U.S. House of Representatives, Committee on Oversight and Government Reform, 112th 
Congress, March 30, 2011, available at <http://oversight.house.gov/wp-content/uploads/2012/02/
DHS_REPORT_FINAL_FINAL_4_01_11.pdf>), of a Congressional hearing at which participants in 
the e-mail exchanges concerning our requests were called to testify (see "Why Isn’t The Department Of 
Homeland Security Meeting The President’s Standard On FOIA?", Hearing before the Committee On 
Oversight and Government Reform, House Of Representatives, 112th Congress, 1st Session, March 31, 
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2011, Serial No. 112–22, available at 
<http://oversight.house.gov/hearing/why-isnt-the-department-of-homeland-security-meeting-the-presid
ents-standard-on-foia/>), and of an investigation and report by the DHS Office of Inspector General 
(see "The DHS Privacy Office Implementation of the Freedom of Information Act", Department of 
Homeland Security, Office of Inspector General, Report OIG-11-67, March 2011, available at 
<http://www.oig.dhs.gov/assets/Mgmt/OIG_11-67_Mar11.pdf>).

The Congressional investigation staff also reported that senior DHS officials improperly 
directed that searches for responsive records be improperly restricted (as the search was, for as yet 
unknown reasons, in this case), and improperly directed that information be withheld to avoid 
embarrassment to the DHS or its components or personnel, including themselves.

A key issue in this investigative news reporting, Congressional investigation, Congressional 
hearings, and investigation by the DHS Office of Inspector General was exactly which DHS and 
component personnel played what role in the "review" of "significant" FOIA activities. Another key 
issue was what, if any, impact this "review" had on the content and timing of FOIA responses.

Knowing which individuals played what roles in processing of our request, whether they were 
political appointees or career civil servants or contractors, and whether they were privy to the libels 
circulated within the TSA and DHS about us, is crucial to public understanding of this issue.

 The DHS OIG reported that, " We cannot establish how often the review process caused the 
delay of FOIA releases to the point of statutory violation (i.e., delays that extended the response time 
beyond the 20-business-day statutory deadline)."  The Congressional investigation staff similarly  
reported difficulty in determining what effect the "review" process had on individual FOIA requests.

The records released in redacted form in response to this request contain indications of 
unexplained delays which heighten the importance of searching electronic records, releasing records in 
their original electronic form, releasing unredacted records, and allowing access to records.

For example, one e-mail message (see copy attached as Exhibit I) shows that an e-mail message 
containing a FOIA request sent to the address designated for such requests on the TSA website was not 
opened for eight days, and then only after we complained that the request had not been acknowledged. 
Another FOIA request sent by Express Mail, and scheduled for overnight delivery, was not marked as 
received by the FOIA office to which it was addressed for eighteen days. (See redacted copy of airbill 
with handwritten annotations attached at Exhibit J).  Although DHS officials told Congressional 
investigators and testified before Congress that "reviews" of "significant" FOIA activities did not result 
in delays of the release of records, one of the documents released in redacted form in response to this 
request shows that a response to one of our requests was not approved for release until more than five 
months after it was prepared and sent for "review". (See copy attached as Exhibit K.)

It is of great importance for the public to know how these delays occurred, and what personnel 
were involved, in order to assess whether these delays were the result of official misconduct, and if so, 
who was responsible for that misconduct and/or for attempting to obstruct disclosure of misconduct.

Records relating to the chronology of actions taken, and the identities and official positions of 
those involved, are especially likely to be contained in e-mail headers and e-mail server log files 
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recording who sent, received, forwarded, opened, and/or read relevant e-mail messages.

The requested records related to FOIA processing, including those not yet searched for and 
those improperly withheld, are of public interest and significance not merely in relation to these 
requests but as a significant case study of a pattern and practice of agency and department misconduct. 
 

 4. Failure to make records available for inspection.

FOIA requires that an agency must make responsive non-exempt non-exempt records 
"available" to the requester, but the TSA has made no records available to us.

As discussed above, the responsive records include electronic records. Instead of making any of 
these electronic records available to us, the TSA has created new documents from them, and has then 
made paper copies of those new documents.  But without the ability to exercise our right pursuant to 
FOIA to have the records themselves – not copies of them – made available to us for inspection, it is 
impossible for us to know what information, not included in the documents created by the TSA in 
response to our request, is contained in the responsive records in their original form.

Others of the responsive records include paper documents with hand-written annotations. We 
have not been provided with any access to these records. Instead, we have been provided only with 
(redacted) photocopies of them, on which some of the handwritten annotations are unreadable.

Simply put, copies of records are not the records themselves. Providing access to copies does 
not satisfy the requirement of FOIA for the agency to provide access to the records. The difference is 
especially significant where the copies not produced by a "lossless" process such as bitwise copying of 
original electronic records, the copying method we requested but that the TSA has failed to use.  The 
difference is also significant in cases where a requester does not want, or cannot afford, to pay for 
copying of records, but nonetheless wishes to exercise her right of access to inspect those records.

If we were provided with access to the original electronic records contained in e-mail archive 
files and e-mail server log files,we could extract significantly more information from those records than 
was captured by the new documents created and then copied by the TSA in response to this request.

If we were provided with access to the original paper records, particularly those with 
handwritten annotations, it is possible that we would find significantly more of them legible in the 
original (through pen impressions, ink color and texture, etc.) than on the photocopies.

But our reasons for seeking access to records are irrelevant to the duty of the agency to provide 
us with such access. Our request was explicitly and unambiguously for "access to and copies of" 
specified records. Since the burden is on the agency to justify any denial of access, and the agency has 
provided no excuse for denying us access, we must be provided with access to the original records.

Please notify us immediately by e-mail as soon as you make any determination with respect to 
this appeal.  Note that, as discussed above, a response sent by postal mail, which will take a week or 
more to arrive, is not a response in the format requested, and does not satisfy the requirement of FOIA 
that you notify us "immediately" of any determination.
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Please send your notice of your determination, copies of requested records, and information on 
the location and hours at which the responsive records are available for our inspection by e-mail to 
<edward@hasbrouck.org>. If the volume of responsive records is such as to make it unfeasible to send 
electronic copies by e-mail, please send notice of your determination immediately by e-mail, and send 
electronic copies of records on CD or DVD to:

Edward Hasbrouck
The Identity Project 
1736 Franklin Street, 9th Floor 
Oakland, CA 94612

We reiterate our request that that you not substitute new documents, created in response to this 
request, for the requested records. We reiterate our request that you provide us with access to and 
copies of the original records, in their original format. We request that copies of all non-exempt 
responsive records maintained in electronic form be provided to us in the form of bitwise copies of the 
complete files containing the original records.  And we request access to  the original records, whether 
electronic or paper or otherwise, not merely to copies of them.

Please reply immediately by e-mail to me at <edward@hasbrouck.org> to confirm your receipt 
of this appeal and advise the reference number assigned to this appeal and the expected date of 
completion of agency action with respect to this request, including action on this appeal.

Sincerely,

 
Edward Hasbrouck

Consultant on travel-related issues
The Identity Project

Attachments: Exhibits A-K (pages 12-40)

TSA10-0676, FOIA appeal, September 4, 2013  (page 11 of 40)



Exhibit A

TSA10-0676, FOIA appeal, September 4, 2013  (page 12 of 40)



Edward Hasbrouck
The Identity Project 

1736 Franklin Street, 9th Floor 
Oakland, CA 94612

 
edward@hasbrouck.org

office 510-208-7744
cell/mobile 415-824-0214

 
August 2, 2010

Transportation Security Administration 
Freedom of Information Act (FOIA) Division 
TSA-20, 11th Floor, East Tower 
601 South 12th Street 
Arlington, VA 20598-6020

(by Express Mail and by e-mail to FOIA.TSA@dhs.gov)

 FOIA REQUEST
Fee benefit requested
Fee waiver requested

Dear FOIA Officer:

This is a request pursuant to the federal Freedom of Information Act, 5 U.S.C. § 552.

We request access to and copies of any and all documents and records created by TSA or other 
agencies or departments in the course of processing of our FOIA requests TSA08-0723, TSA10-0052, 
TSA10-0134, TSA10-0179, and TSA10-0248, and our appeals of your response to those requests.

This request includes any responsive records of (1) the TSA FOIA and Privacy Act offices; (2) 
any other office or agency which was consulted or contacted by those offices, or by other TSA or DHS 
offices, in the course of processing of any of these requests or appeals; and (3) any other office, agency, 
or department identifiable as having, or likely to have, responsive records.

I hereby waive any objections which I might be entitled to assert under the Privacy Act to the 
release under FOIA, in response to this request, of information pertaining to me.

As a representative of the news media we are only required to pay for the direct cost of 
duplication after the first 100 pages. Through this request, we are gathering information on DHS 
transparency and compliance with FOIA that is already the subject of extensive news coverage.

On  July 21, 2010, the Associated Press published an article by Ted Brindis entitled, 
“A Political Filter for Info requests”, a copy of which is attached.

According to that article, “For at least a year, the Homeland Security Department detoured 
hundreds of requests for federal records to senior political advisers for highly unusual scrutiny, probing 
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for information about the requesters and delaying disclosures deemed too politically sensitive, 
according to nearly 1,000 pages of internal e-mails obtained by The Associated Press.... AP obtained 
the 995 e-mails under FOIA after a seven-month disagreement resolved by the Office of Government 
Information Services, a new independent U.S. agency that mediates disputes over access to federal 
documents. The AP's request for the Homeland Security e-mails was itself submitted for review by the 
political advisers.”

Only through release of the records we are requesting can we, or the public, know whether our 
FOIA requests were among those thus delayed or referred for political review.

This information is being sought on behalf of The Identity Project (“IDP”).  IDP provides 
advice, assistance, publicity, and legal defense to those who find their rights infringed or their 
legitimate activities curtailed by demands for identification, and builds public awareness about the 
effects of ID requirements on fundamental rights. IDP is a program of the First Amendment Project, a 
nonprofit organization providing legal and educational resources dedicated to protecting and promoting 
First Amendment rights.

One of the principal activities of IDP is publication of the informational and educational Web 
site at <http://www.papersPlease.org>, where we have published documents obtained in response to our 
previous FOIA requests, for dissemination to the general public. This information will also be 
publicized through my own Web site and blog of travel news, information, and advice.

Please waive any applicable fees. Release of the information is in the public interest because it 
will contribute significantly to public understanding of government operations and activities. The 
records we are requesting clearly relate to government operations and activities. It is in the public 
interest for the public to know exactly which FOIA requests have been subjected to political review or 
delay. The Identity Project is a nonprofit organization with no commercial interest in this information. 
Should our request for a total waiver of fees be denied, we agree to pay up to $100 in duplication fees.

There are no statutes or regulations specifying these procedures. In the absence of statutes or 
regulations, public disclosure and availability of the requested  documents is essential to any public 
understanding of TSA operations, of what rights and authority the TSA claim, and of TSA expectations 
with respect to the conduct of TSA employees and contractors, airlines, and of members of the public.

This information will be made available to the public. Pursuant to 44 U.S.C. 3506(d)(4)(b), 
neither the TSA nor any agency may, “except where specifically authorized by statute ... restrict or 
regulate the use, resale, or redissemination of public information by the public.”  The FOIA statute does 
not authorize any such restriction on the use or reddisemination of information released pursuant to 
FOIA, and we intend to exercise fully our rights to use and public redissemination, for public nonprofit 
benefit, through our Web site, of any records released in response to this request.

If our request is denied in whole or part, we ask that you justify all deletions by reference to 
specific exemptions of the act. We will also expect you to release all segregable portions of otherwise 
exempt material. We, of course, reserve the right to appeal your decision to withhold any information 
or to deny a waiver of fees. 

Please respond as soon as possible (including by e-mail, since this request is being submitted 
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by e-mail) to confirm your receipt of this request. We look forward to your complete reply within 20 
business days, as the statute requires.

The TSA still has not published a FOIA notice in the Federal Register with a valid address for 
FOIA requests. Your office has claimed that requests sent to the addresses on your website have not 
been received “in this office” until many days after they were signed for by people representing 
themselves to the U.S. Postal Service as authorized to accept mail on your behalf, and many days after 
they were sent by e-mail. We have previously informed you of these facts. Your continuing violation of 
FOIA is knowing and deliberate. We have received no acknowledgment of, or response to, our 
complaint of this FOIA violation, which we hereby reiterate and request that you acknowledge.

Pursuant to 28 USC §1726, and in compliance with 6 CFR 5.21(d), I declare (certify, verify, or 
state) under penalty of perjury that I am Edward John Hasbrouck, the maker of the FOIA requests and 
appeals TSA10-0052, TSA10-0134, TSA10-0179, and TSA10-0248, as identified in those requests and 
appeals, and that the foregoing is true and correct to the best of my knowledge and belief.

Executed in the City and County of San Francisco, CA, USA, on this date:

__________________________________________

Signature:

__________________________________________

Edward Hasbrouck
Consultant on travel-related issues

The Identity Project
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